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Brief Introduction to MyCERT
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Services

1. Incident Response and 1. Watch and Warn / Threat
Handling Monitoring

2. Security Operation Centre 2. Applied Research
(SOC) 3. Tools development

3. Security Advisory & Alerts 4. Malware Analysis

4. Cyber Security Crisis 5. Security Advisory & Alerts
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Incident Reporting Channels

Email

o cyber999@cybersecurity.my
Phone/Hotline

o +603 8992 6888

o 1300 88 2999
Fax

o +603 8945 3442
SMS

o 15888 “Cyber999 Report”
Mobile (24x7)

o +6019 266 5850
Online — http://www.mycert.org.my

Walk In - Office Hours: MYT 0900 — 1800 S

Mobile application (iOS and Android)

ADDRESS

My C 'IJ|| / Clinic,
M R2, Ground Block E,
g || e { r:’rr—i Business Park,
anT he Mines Resort Gity,

MyCyberSecurity Clinic 43300 Sl Kembingan,

Selangor Darul Ehsan

_‘ contact +603-8946 0811

{‘ (- ,} www.mycert.org.my/en/about/contact_us/main/detail/18/index.htm

Find us on Facebook

Contact Information
MyCERT : .
MUCERT m To address the computer security concerns of Malaysian Internet users.

Our Office hour is:
MyCERT

Day: Monday - Friday
Time: 09:00 AM - 18:00 PM, MYT+0800

Address : Malaysian Computer Emergency Response Team
Bank Hackers Steal Millions via (MyCERT)
Malware. )
httpz//www.nytimes.com CyberSecurity Malaysia
1.../bank-hackers-steal-millions- Level 7, SAPURA@MINES
via-ma... 7, Jalan Tasik, The Mines Resort City

43300 Seri Kembangan
Selangor Darul Ehsan
MALAYSIA

Cyber999 : 1-300-88-2999 (Office Hours)
Hotline

Handphone : #6019 - 2665850 (24x7)

ghal anlrare Qtan’
i ke MyCERT.
© SMS 1 CYBER999 REPORT <EMAIL> <INCIDENT:> and send it
(]
to 15888

© +603 - 89453442 (Office Hours)

: cyber999 [at] cybersecurity.my
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Incidents Handled by MyCERT (1997 — 2015)
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Incidents Handled by Category (2014)

JAN FEB MAR APR MAY JUN JUL AUG SEP OCT NOV DEC TOTAL
Content B 2 2 1 4 2 4 B 3 3
Related Fraud — phishing, online scam,
Cyber 57 41 45 44 46 4B 52 44 53
Harassment
Denial of 1 2 3 2 4 1 3 1 6
Service
2R N R __R __R __§ 2 R __§__§ R __§__§R_ N 2§ &R 8 8§ R __§R_J_R__§R_J8_ R 8§ 8§ 8 R __§__§_J
| Fraud 250 264 280 399 401 519 406 372 435 366 377 408 4477

s L0, o e 1 e 2y g g, gy

Intrusion 3 " 24 157 63 75 21 241 649 12 19 27 1302
Attempt
Malicious 251 78 101 55 47 48 29 14 22 13 16 42 716
Codes
Spam 40 23 32 36 61 55 385 530 548 671 735 534 3650
Vulnerabilities 1 1 4 9 4 1 0 3 2 7 1 1 34
Report

717 498 707 773 645 777 943 1258 1822 1216 1376 1186 11918

http://www.mycert.org.my/statistics/2014.php
HCyberagg
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Incidents Handled by Category (2015)

JAN FEB MAR APR MAY JUN JUL AUG |SEP |TOTAL

Fraud — phishing, online
scam, 419 scam, purchase,

Content Related 2 3 3 3 0 4

Cyber Harassment 30 40 32 51 30 45

Denial of Service

0

] Fraud 276 235 232 313 303 388 253 252 247 2499 I

. % 8B B B B B B B B B B B B B B B B B B B B B B EBE B B B B B B B B B B
Intrusion 88 508 29 63 21 20 85 233 2006 1253
Intrusion Attempt 28 22 21 21 10 6 13 8 13 142
Malicious Codes 21 30 26 26 35 51 43 39 220 491
Spam 389 430 455 434 348 850 338 88 58 3390
Vulnerabilities Report 1 1 2 2 4 0 1 3 2 16

836 1271 802 918 754 1367 786 665 382
http://www.mycert.org.my/statistics/2015.php

Copyright © 2015 CyberSecurity Malaysia -



|CL:;b@r e urit ||

MALAYSIA

Local News Coverage On MyCERT

Pengguna perlu ada kesedaran

keselamatan siber

Kes penipuan atas talian, perbankan semakin serius

Home / Berita / Virus Zeus Boleh Serang Maybank2U, CIMB Clicks

Virus Zeus Boleh Serang Maybank2U,

basan mutiak di alam siber kerana ia

menarik contohnya telefon mu-
Gab alih, tablet dan aksesori wanita.

internet di seluruh dunia. ter- 2
masuk Malaysia tidak boleh lari tentu untuk ah pembe-
kesan negatif kepada nian masyarakat i P e i ety B
rakyat dan negara. Ia boleh di- dan agama di negara ini Justeru. nakan kredit kad. tetapi selepas me- -
untuk Pengsiing internet periu mempunyai nunggu sekian lama. barang yang
termasuk jenayah, buli, penya- Derlakuan yang beretika dan bortang-  diterpah tdak tiba Ke tangan pem:
kuasa dan pelbagai Eungiawab supava tidak menimbul-  beli. Fuparupanya laman ita telah
lagi. Apa penilaian dan komen an aan dalam duit bayaran pembeli ta-
CyberSecurity Malaysia menge- < Kalangan rakyat yang boleh memberi  di tanpa disedari. Oleh hal demikian,
nai perkembangan semasa yang Kecanggihan dan kesan negatif kepada imej negara d: adalah penting ik Y e e - i ber 25. 2014
berlaku sekarang? ekno- Swam  lakukan transaksi di laman yang di- y i
Dr Amirudin: Internet kini adalah logi terkini memu- dan keselamatan negara. percayal dan_ selamat untuk mela- yang dihantar melalu Yy admiin on Sepiember 25,
medium yang penting untuk rakyat dediioin uraisars kukan transaksi kewangan dan urt-  pun memberi reaksi |
Malaysia. termasuk, be dan ¥ Malah S: Aplikasi yang banyak diguna  san jual bl yang menjanjikan wa
S T eur.-ﬁﬁ. ka iR oy RSt vty pakai di Malaysia dan yang be- = lumayan berbentuk ko
an media sosial: Mengikut Laporan  DOleh dilakukan di ol puana st makiuniat pe.  GIkAtAkan ARtarn YonE aetamal  har edar T Tweet
Pencapaian Industri 2013, ada 192 Imana saja tanpa ribadi mudah diceroboh dan di- juga kerap mangsa ce-  jenayah siber. Mereka |
hiengiviimcan. o gunakan bagi owuan tertentu. Toboh atau e-mel palsu. Bagai hu bahawa tada keur Pin It
nun, Bagaimana dengan modus ope- —mana pensguna boleh mengelak  kemenangan yang mu
tidak bertanggung- randi yang digunakan dan con- daripada terjebak daripada me  tang sckelip mata mel:
mencuri dan  toh kes secara am? layan sebarang emel yang me-  lain itu, pengguna jugs
ah wang 3: Antara aplikasi internet yang se- punyai al
ekt ring menjadi sasaran serangan peng.  yang periu dilakukan seperti kes, siber unty

ED sicomecie,

Agensi pakar dalam keselamatan siber yang berada di bawah
Kementerian Sains, Teknologi dan Inovasi, CyberSecurity

-
Hanmr \"rlls ke wlebn Iesapkan wang memberi amaran kepada pengguna perbankan internet
Nation cr-news - e

ARKIB : 25/09/2014

Oleh AZRAI MOHAMMAD
pengarang@utusan.com.my

esday Aug

>sday Au

Hacker targets info on MH370
probe

BY NICHOLAS CHENG

EXCLUSIVE: KUALA LUMPUR: The computers of high-ranking officials in
agencies involved in the MH370 investigation were hacked and classified
information was stolen.

- o The stolen information was allegedly being sent to a computer in China before
HAMZA Taib (dua dari kanan) bersama para pegawainya menunjukkan sebahagian barang rampasan . . . R .
selepas sidang akhbar di pejabat Jabatan Siasatan Jenayah Komersial (JSJK) di Kuala Lumpur, semalam. - CyberSecurity Malaysia — a Ministry of Science, Technology and Innovation
UTUSAN/FAUZI BAHARUDIN agency — had the transmissions blocked and the infected machines shut down.
KUALA LUMPUR 24 Sept. - Awas! Hanya dengan menekan satu klik pada pautan

yang dihantar ke telefon pintar menerusi pesanan khidmat ringkas (SMS) atau
WhatApps, kesemua wang di dalam akaun bank anda mungkin akan l_e__s_ap ;i'a_lgx_'r_x_ 22015 Cybe rSecu rity Ma|ay5ia




What we have seen in year 2014

Mass Web Defacement
Incident

MH17

missing

Hoax Message/Malware
Attack MH370 Planes

Jan Feb Mar April

May Jun July

Malware attack on DDOS Attack
tragedy towards Fl
Banker Malware ‘Is this your
photo’ SMS
Malware

Aug Sept Oct Nov Dec

ShellShock

HeartBleed
Vulnerabilities

Spear Phishing Attack
related to MH370

Vulnerabilities
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Malware Research Centre (MRC)

AN Y

LebahN&T

O mallware

MRC Projects/Activities Advisories and Alerts

Software vulnerabilities
(Advisories)

« 0-day vulnerabilities (Java, PDF)

« Patch / Upgrade

Malware Advisory &
Research Alerts ) )
* Security update for Firefox

Outbreaks 2015 (Alerts)

-‘f% * Circulation of Emails Attached with
aE— — Malicious Document
. LebahNet
Emergin . Threats .
Thref:’:\tsg Project Visualization * Attack to .my domains
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Advisories and Alerts

https:

MyCERT Advisories
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MyCERT Advisories, Alerts and Summaries for the year 2015

08/10/2015 MA-525.102015: MyCERT Vulnerability and Threat Summary -

September 2015

08/10/2015 MA-524.102015: MyCERT Vulnerability and Threat Summary - August

2015

04/10/2015 MA-523.092015: MyCERT Alert — New “Ghost Push™ Variants Sport

Guard Code

28/09/2015 MA-522.092015: MyCERT Advisory — Google Releases Security

Update for Chrome

23/09/2015 MA-521.092015: MyCERT Advisory - Mozilla Releases Security

Updates for Firefox

22/09/2015 MA-520.092015: MyCERT Advisory - Adobe Releases Security

Updates for Flash Player

www.mycert.org.my/en/services/advisories/mycert/2015/main/index.html
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Honeynet - LebahNet

Bebahnet

CyberSecunty Maiaysia Honeynet Project

L
Qo
Malware Analysis :
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Malware Distribution Sensor

LebaoahhNET

[Cyberse

LebaNE&ET
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LebahNetMINI

Sensor 1
LebahNetMIN}

Sensor installed inside the participant network

Further malware processing
will be conducted in reporting server

Server to store database of event/binaries
processed in reporting server

Dashboard will generate graph/report based on
database

DEWS Network

Database Server

+ Dashboard

LebahNetMIN}

Sensor 3

LebahNetMIN}

Sensor 4 ..

Centralized
Reporting Server
Event/binaries will be submitted and
processed in reporting server

Internet connection encapsulated with
SSL-based encryption for report submission
* port 443

Malware
Research

After attacking process finished,
sample of binaries sent to the
I'E‘[]Oltl[’lg se rinan encrypted
internet connection

is
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Challenges in Sustaining a CERT

Cooperation Staffing and
from Various Skills &
Parties Expertise

Stakeholder
Buy-In

Change in
Nature of
Incident

Quality of
service
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Stakeholders Buy-In
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Cooperation from Various Parties: Local &
International

1) Cooperation from Law \ ~
Enforcement Agencies Vil %
(|
|

2) Cooperation from Service V Km& m |
Providers,
5500

3) CERT to CERT cooperation

4) Cross border issues: Language,
Culture, Law.

Copyright © 2015 CyberSecurity Malaysia
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Staffing, Skills and Expertise

Insufficient staff to meet the
growing needs and demands

Developing/maintaining skills and

expertise

Reduce staff turn over — improve
staff benefits
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Budget

Not-self

Affect
Resources Budget De%ennds

and

: Economic
operations

May need
to start

charge
service
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Quality of Service

1) Consistency & improvement to
the quality of current service

2) Introduce more new value-add
service for public

3) Customer satisfaction should be
a priority

4) Develop new tools to support the
operation

9) Incident resolution rate

Copyright © 2015 CyberSecurity Malaysia




Nature of Incidents Change

1) Technical vs Non-technical
Incidents

2) Challenge to respond to non-
technical incidents

3) Victims are aggressive

4) Escalation to Law Enforcement
Agencies — incidents sometimes
become less priority for Law
Enforcement.
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Areas of Improvement for CERTS
Stakeholders buy-in
Understanding the constituency and its needs
Resources with necessary skills and expertise
Effective Communication with all parties

Efficient Operations and services

Copyright © 2015 CyberSecurity Malaysia



Lessons Learnt

« Communication is essential. Need to communicate well on issue faced
by the CERT with relevant parties & communication on operational
matters.

* Need to ensure the CERTSs direction is well understood by all parties in
the constituency to avoid misconception on CERT's roles.

« Selecting right resources with the right skillsets. Always have business
contingency plan to address staff turn over issue.

 CERTs need to come up with their own new ideas and solutions to
overcome problems and issues related to budget.

Issues and problems in CERT must not affect the CERTs main
functions.

Copyright © 2015 CyberSecurity Malaysia
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Conclusion

 MyCERT’s presence is needed in our
constituency to address the ever growing
cyber incidents.

* Good cooperation and collaboration with the
APCERT, OIC CERT, South East Asia countries
CERTs and FIRST community has further
improved our visibility in the global.

« However, there are still many improvements
need to be made in order to sustain our
continuity and our visibility.

* Need to immediately address challenges and
issues by coming up with effective solutions

Copyright © 2015 CyberSecurity Malaysia
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MALAYSIA People First, Ministry of Science,

Performance Now Technology and Innovation

Thank you

Corporate Office Northern Regional Office
CyberSecurity Malaysia, Level 19, Perak Techno-Trade Centre

Level 8, Block A, Bandar Meru Raya, Off Jalan Jelapang

Mines Waterfront Business Park, 30020 Ipoh, Perak Darul Ridzuan, Malaysia
No 3 Jalan Tasik, The Mines Resort City,

43300 Seri Kembangan, T:+605 528 2088

Selangor Darul Ehsan, Malaysia. F+605 526 1905

T :+603 8946 0999 ; i
o et 0 www.facebook.com/CyberSecurityMalaysia

H:+61 300 88 2999 “) PR uritymy
www.cybersecurity.my —
info@cybersecurity.my Wl www.youtube.com/cybersecuritymy
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